Abstract -Mobile Ad hoc Network (MANET) is a self-organized wireless network, consisting of nodes (mobile devices) responsible for its creation, operation and maintenance. The communication in the MANET is of multihop in nature due to absence of any fixed infrastructure. An attacker may intrude easily into MANET by posing as legitimate intermediate node and present various types of security attacks on data exchanges taking place between source and destination. In this paper we study the impact of presence of black hole node on MANET performance on the basis of reachability, hop count, neighbor node density and path optimality. We observe that as the percentage of black hole nodes increases, the MANET performance degrades significantly.
I. INTRODUCTION
Mobile ad hoc network (MANET) [1] [2] [3] [4] is a combination of mobile nodes forming a temporary network, without the requirement of any kind of fixed network infrastructure, although commercial wireless technologies are generally based on towers and highpower base stations. MANET is characterized [5] [6] by fast installation, low bandwidth, limited processing capability etc. The communication in MANET is via intermediate nodes of the network. In the absence of proper security mechanisms, an attacker node may join the network easily and act as an intermediate node which may be threat to security of data being exchanged. Various issues and challenges related to security are as under:
Shared Broadcast Radio channel: The nodes in MANET share common radio channel that makes easier for the attacker to pose threat.
Insecure operational environment:
The Nodes in MANET have to work in battlefields etc where the environment is hostile to MANET operation.
Lack of central authority: Due to lack of central authority like BS etc in MANET, it is very difficult to implement security mechanisms.
Lack of association: Since the topology of the MANET is dynamic in nature, in the absence of any authentication mechanism, an intruder can easily carry out security attack.
Limited resource availability: Due to limited availability of resources like battery power [7] [8] [9] [10] , processing capability and bandwidth etc. with the nodes of MANET, it is very difficult to the implement complex security mechanism [11] [12] [13] .
Due to all the above deficiencies in MANET these networks are vulnerable to attacks by malicious nodes. The network security attack [14] [15] can be broadly classified in two categories i.e. passive and active attacks. A passive attack does not disrupt the operation of the network except for snooping the data. The requirement of the confidentiality is violated if the attacker is able to interpret the data. Since the network operation is not affected, it is very difficult to detect this kind of attack.
In contrast active attack tries to alter or destroy the data being exchanged and disrupts the normal operation of the network. Active attack can be further classified as external and internal attacks. External attack is committed by external nodes and internal attack is done by nodes which are part of the MANET having shortages of resources like battery power and bandwidth etc. It is very difficult to isolate these nodes.
Different security attacks are done on various layers of the network out of which network layer attacks are most important. Some of the network layer security attacks are described below:
Wormhole attack: In this attack [16] [17] [18] , an attacker receives packets at one location and tunnels them at [10] may advertise a good path to a destination during routing process. The intention of the node may be to hinder the path finding process or interpret the packet being sent to destination.
Alternatively black-hole scenario may be defined as the one in which the cannel properties tend to be asymmetric i.e. the signal strength in both direction may not be same. In this case a node which receives the data packet but does not forward it is termed as black hole. In either case the normal operation of the MANET is disrupted.
Byzantine attack: Here [22] compromised intermediate nodes carries out attack such as loops, routing packets on non optimal paths and selectively dropping packets.
Information disclosure: A compromised network node may leak the important or confidential information such as network topology, geographical information of nodes and optimal routes to the nodes etc.
Resource consumption attack: An attacker node acting as intermediate node may initiate unnecessary request for routes, frequent generation of beacon packets or forwarding stale routes to nodes. This result in over consumption of nodes limited resources and keeps the node unnecessary occupied.
In this paper we analyze the impact of the presence of the black-hole nodes on the MANET performance. We have found that as the percentage of black hole nodes increases, the network performance degrades. The paper is organized as follows: section 2 gives description about simulation setup parameters, results are provided in section 3 and section 4 provides conclusion.
II. LITERATURE SURVEY S. Dourker [23] et al performed a performance analysis of ad hoc networks in the presence of the black hole nodes. In this they studied the effects of black hole attacks on the network performance. For this purpose the study was carried out on the packet loss with and without a black hole node using simulator NS-2. A solution was also proposed by them in order to minimize the effect of black hole attacks. This solution improved the network performance in the presence of a black hole by about 19%.
S. Sharma [24] et al provides a solution in order to overcome the effect of black hole attack on the performance of MANET. To provide security in small networks is easy as compare to large networks. So, they divide large network into number of zones and implemented Secure-ZRP protocol which can be used to prevent black hole attack in zones or outside the zones. Performance evaluation is done in QUALNET simulator. Their analysis shows that the performance of ordinary routing protocol is low in comparison to the Secure Zone Routing Protocol. M. Medadian [25] et al proposed a method in order to minimize the effect of black hole attack, to wait and check the replies from all the neighboring nodes to find a safe route but this approach suffers from high delay. The Simulation results show that the proposed protocol provides better security and also better performance in terms of packet delivery than the conventional AODV in the presence of Black holes with minimal additional delay and Overhead.
Another study was carried out by V. Palanisamy [26] et al to measure the effect of the black hole nodes on the performance of MANET. They studied the impact of black hole node and also their position in the simulation region. The performance comparison is done by using performance metrics packet delivery with respect to three scenarios as: Black hole attack node near sender, black hole attack node near receiver and anywhere within the network.
N. Sharma [27] et al analyzes the impact of black hole attack by presenting two methods. The first method is to find more number of paths to the destination. The second is to exploit the packet sequence number included in any packet header. Their simulation shows that in comparison to the original ad hoc on demand distance vector (AODV) routing scheme, the second solution can verify 75% to 98% of the route to the destination depending on the pause time at a minimum cost of the delay in the networks.
Okoli Adaobi [28] et al worked to find the impact of black hole attack on the performance of MANET and also found the impact of position of black hole node. According to them under the on-demand routing protocol, the closer a malicious node is to the source of traffic, the greater the extent of damage inflicted on the networks.
III. SIMULATION SETUP PARAMETERS
This Section describes the simulation setup process, various parameters used in simulation process and the performance metrics used in the simulation process.
A. Simulation Setup
To find the impact of presence of black hole nodes on the MANET performance, a simulator was designed in MATLAB 7.0. The simulation process was carried out for 40 and 50 number of nodes. The nodes were uniformly distributed in the simulation region by using rand function of MATLAB. To create path between source and destination Dijkstra's Shortest Path Routing Algorithm was used. Since black hole nodes do not participate in normal routing process, these were made unreachable. Fig. 1 shows the snapshot of simulation region showing the deployment of the nodes. The path shown in red color is formed by nodes including black holes, whereas path formed in cyan color is formed by nodes avoiding black holes. 
B. Simulation Process
The simulation process is carried out for 40 and 50 nodes by placing them randomly and uniformly in the simulation region. The percentage of black hole nodes is varied from 0 to 100. Various simulation set up parameters are shown in Table 1 . Algorithm for the simulation process is as shown in Fig. 2 . 
C. Performance Metric Used
The performance metric used to find the impact of black hole nodes are as follows:
Hop Count: Defined as the number of total number of intermediate nodes from source to destination for successful operations.
Reachability: Defined as the fraction of successful routes to the total number of routes (reachable or not).
Neighbor Node Density: Defined as the average number of neighboring nodes in a network.
Path Optimality: Defined as the ratio of the shortest path containing black hole nodes to the shortest path length formed without the presence of black hole nodes. Fig. 3 shows the impact of black hole count on Hop Count. Fig. 3 and Fig. 4 show the results for 40 and 50 numbers of nodes respectively. Following inference can be made from the fig. 3 and 4 .
IV. RESULTS AND DISCUSSIONS

A. Impact on hop count
 As the percentage of black hole nodes increases, there is consistent decrease in value of hop count. Fig. 5 and 6 shows the impact of black hole on reachability. Fig. 5 shows the impact for 40 nodes and fig. 6 shows the impact for 50 nodes. Following inference can be made from the fig. 5 and 6 .
B. Impact on Reachability
 As the percentage of black hole nodes increases, there is decrease in value of reachability.  For a given area deployed with higher number of nodes the reachability value is quite high than the area employing lesser number of nodes.  The value of reachability reduces to 10% for 40 number of nodes and 15% for 50 number of nodes as the percentage of nodes reaches to 100%. It should be noted here that even in an environment containing 100% concentration of black hole nodes the reachability value doesn't reaches zero level since the communication between neighboring nodes still occurs. Fig. 7 and 8 show the impact of bandwidth on Neighbor Node Density. Fig. 7 shows the effect for 40 nodes and fig. 8 for 50 nodes. Following inference can be made from the figure:
C. Impact on Neighbor Node Density
 As the percentage of black hole node increases there is decrease in value of Neighbor Node Density. This is due to the fact that the black hole nodes don't reply to route request packets hence the neighbor node density decreases and reaches to zero at 100% concentration of black hole nodes.  For fixed size area the neighbor node density will be higher for an environment having higher number of nodes.  The value of Neighbor Node Density decrease to zero as the percentage of nodes reaches to 100%. Fig. 9 and 10 show the impact of bandwidth on Path Optimality. Fig. 9 shows the effect for 40 nodes and fig.  10 for 50 nodes. Following inference can be made from the fig. 9 and 10 .
D. Impact on Path Optimality
 As the percentage of black hole nodes increases, there is decrease in value of Path Optimality.  For fixed size area the path optimality is higher for an environment having higher number of nodes. 
V. CONCLUSION
The impact of black hole nodes on the performance of routing protocol can be concluded as follows:
 The values of hop count and path optimality tend to decrease linearly. As the percentage of nodes reaches to 100 percent the values approaches zero.  The values of reachability does not reach zero level even at 100% concentration of black hole nodes since at this concentration the communication still prevails between neighboring nodes. All these results can be very useful for the protocol designers while designing any protocol for ad hoc network. 
